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Firebase: A collection of many products

Authentication
Cloud Firestore
Cloud Storage

Cloud Functions
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Setup: Install and Initialize Firebase

yarn init -y npm init -y
yarn add firebase npm install firebase

import { createApp } from "vue"; main.ts

import App from "./App.vue";
import router from "./router”;
import { initializeApp } from "firebase/app"”;

st firebaseConfig = {
apiKey: "your-api-key-goes-here",
authDomain: "your-project-name.firebaseapp.com”,
projectId: "your-project-id",
storageBucket: "your-project-name.appspot.com”,
messagingSenderId: "XXXXXXXXxxx",

b

initializeApp(firebaseConfig);
createApp(App) .use(router).mount(“#app™);
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Setup: Use Auth Functions

yarn init -y npm init -y
yarn add firebase npm install firebase

import { login.vue

getAuth,

signInWithPopup,
createUserWithEmailAndPassword,
signInWithEmailAndPassword,
sendEmailVerification,

signOut,

from "firebase/auth”;

const auth = getAuth();

createUserWithEmailAndPassword(auth, "user_email™, "user_password");
sendEmailVerification(auth.currentUser);
signInWithEmailAndPassword(auth, "user_email", "user_password");
signInWithPopUp(auth, D

signOut(auth);
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Authentication Options

Email/Password

GitHub accounts

e Google accounts

e Firebase Authentication Web docs.
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https://firebase.google.com/docs/auth/web/start?authuser=0

BeverageShop +

Wh at to CO nfig ure i ) |Authentication

Users  Sign-inmethod ~ Templates ~ Usage  Settings | % Extensions

F i re b ase Co nso I e woee  Enable provider

Get started with Firebase Auth by adding your first sign-in method

Native providers Additional providers Custom providers
A& Project Overview
BeverageShop v
@8 Settings > Email/Password G Google [ Facebook B> Play Games
What's new Phone Game Center
- & BeverageShop v
e Data Connect Wew

¥ Phone Verification (W)

2, Anonymous oot JAuthentication

e snnnenes e yeve e grfhrorized domains

Projec

ortcuts

&  Authentication

2 Firestore

S Realtime Database - Settings
(Getstarted ) (4 Ask Gemini
Product ca el e Authorized domains
> e
Patsbases &:SoIage @ | User account linking For security, to use Phone, Google or third authentication, domains need to be authorized for
Security > © App Check OAuth redirects. Learn more [
Al services > 2 Authentication 2+ | User actions
Hosting & Serverless > v Phone Verification (FEW) Add domain
BeverageShop v Blocking functions
Authorized domain Type
Authentication User activity logging toalhot Default m
Users Sign-in method Templates Usage Settings % Extensions 8 ) Sign-up quota beverageshop-2298a firebaseapp.com Default
op-2298a.W Default
U t I H k H +2+ | Password policy
Settings """ ', ’,
9 Ser aCC ’ l g 127.0.01 Custom |

Domains
User account management

User account linking
@:D Authorized domains

t:) User account linking When a user signs in using different identity providers, you can choose to automatically merge
accounts on sign in. Learn more (4

¢ | User actions

sckis et (® Link accounts that use the same email
ocking functions

. . (O Create multiple accounts for each identity provider
@ User activity logging

So | Sign-up quota GRANDVALI_EY
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Authentication Functions are async
Use Promise.then or await to handle the result
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Firebase Auth: Create A New Account

import {
getAuth,
createUserWithEmailAndPassword,
UserCredential,

} from "firebase/auth”;

const auth = getAuth();

What will happen after calling
createUserWithEmailAndPassword(auth, "me@sample.com”, "1qg2w3e4r5") the

.then((cred: UserCredential) => { . . .
sendEmailVerification(cred.user); creathser\(Vltrrl)EmalIAndPas
console.log("Verification email has been sent to", cred.user?.email); sword" function®
auth.signOut();

)

.catch((err: any) => {
console.error("0Oops"”, err);

});
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Firebase Auth: Signin With Email

import {
getAuth,
signInWithEmailAndPassword,
UserCredential,

} from "firebase/auth";

const auth = getAuth();

signInWithUserWithEmailAndPassword(auth, "me@sample.com™, "1g2w3e4r5")
.then((cred: UserCredential) => {
if (cred.user?.emailVerified) console.log("Signed in as", cred.user?.email);
else {
console.log("Please verify your email first");
auth.signOut();
}
})
.catch((err: any) => {
console.error("0Oops”, err);

)5
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Firebase Auth: Sign In With Providers

import { getAuth, GoogleAuthProvider, signInWithPopup } from "firebase/auth";
const auth = getAuth();

const provider = new GoogleAuthProvider();

signInWithPopup(auth, provider)
.then((result) => {

const cred = GoogleAuthProvider.credentialFromResult(result);
console.log("Signed in as", cred.user?.email);

})

.catch((err: any) => {

console.error("Oops”, err); Make sure you have added the login provider in

1) the Authentication Dashboard
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Monitor Authentication in Background

import { getAuth, User, onAuthStateChanged } from "firebase/auth";
onst auth = getAuth();

onAuthStateChanged(auth, () =

if ((currentUser == null) & (user I= a list of available properties
currentUser = user;

} else if ((currentUser != null) & (user == null)) {

} R Use onAuthStateChanged if you need to
monitor login status in background
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https://firebase.google.com/docs/reference/js/auth.user

3rd party Account Providers

Account Provider Provider Class

Facebook FacebookAuthProvider
GitHub GithubAuthProvider
Google GoogleAuthProvider
Phone PhoneAuthProvider
Twitter TwitterAuthProvider
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Example: GitHub Signln




Step A: Enable Github Login

BeverageShop v

Authentication

Users Sign-in method Templates Usage Settings ¥ Extensions

Sign-in providers

) cittub @ cnable
Client ID

@ Aclient ID is required

Client secret

@ Aclient secret is required

To complete set up, add this authorization callback URL to your GitHub app configuration.
Learn more (4

https:/beverageshop-2298afirebaseapp.com/_/authhandler [

Copy callback URL

Cancel

Do this step from Firebase Authentication Dashboard
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Step B: Create an OAuth App (On Github Settings)

The following page is under Settings => Developer Setting

°
= O Settings / Developer Settings Q 8 -~ + Q|3 [H]| B :

@ on April 24 we'll start using GitHub Copilot interaction data for Al model training unless you opt out. Review this
update and manage your preferences in your GitHub account settings.

88 GitHub Apps OAuth Apps New OAuth App
I A OAuth Apps

£ Personal access tokens v BeverageShop Edit

Create a new
These are applications you have registered to use the GitHub API. GithUb OA Uth App

Do this step from GitHub Developer Settings
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Step D: Copy Client ID & Client Secret

Register a new OAuth application

Application name *

U

sers will reccgnize and trus

Homepage URL *

The full URL to your application homepage.

Application description

‘ Application description is optional

This is displayed to all users of your application.

Authorization callback URL *

Register application Carcel

app name to show to the user at log in time

enter a valid URL and this can be changed later

Settings / Developer settings / BeverageShop

| General
Optional features

Advanced

copy and paste from
Firebase Authentication
(from Step A)

BeverageShop

g Yong-Zhuang owns this application.

You can list your application in the GitHub Marketplace so that other users can

discover it.

2 users

Client ID

Client secrets

Last used within the last 5 months
Client secret

Transfer ownership

List this application in the
Marketplace

Revoke all user tokens

Generate a new client secret

You cannot delete the only client secret. Generate a new client secret first.
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Step D: Copy Client ID & Client Secret

©) aitHub @ cnable

Client ID

To complete set up, add this authorization callback URL to your GitHub app configuration.
Learn more (4

https://beverageshop-2298a.firebaseapp.com/__/auth/handler [_D

Cance] @

Do this step from Firebase Authentication Dashboard
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Exercises: Try User Authentication

1. Open Your Firebase Project

e Go to Firebase Console and open your BeverageShop project
e In the left sidebar, go to Build — Authentication
e C(Click Get started

2. Enable a Sign-In Method

e Open the Sign-in method tab
e Enable Google Sign-In
e Save the changes

3. Check Authorized Domains

e Open the Settings tab in Authentication
e Find Authorized domains
e Make sure your local development domain is listed, such as localhost, 127.0.0.1
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